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JO.  community  will  realize  success  onlv  through  a  well  coordinated  global 
program.  Such  a  program  will  require  a  universally  acceptable  definition  of 
terrorism;  one  which  clearly  distinguishes  between  terrorism  and  illegal  forms 
of  warfare.  A  close  study  of  profiles  on  terrorist  leaders  such  as  the  infamous 
Carlos,  provides  a  clear  distinction  between  terrorists  and  freedom  fighters. 

In  addition  to  the  coordinated  global  effort,  a  sustained  victor',  in  the  war 
against  terrorism  will  require  an  adjustment  of  international  political  struc¬ 
tures  to  establish  a  "planetization"  perspective  by  all  the  states  of  the  world 
communitv . 
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groups  tc  modify  their  behavior  or  policies.  1 


Such  definitions  may  be  adequate  for  general  applioati 
by  a r  individual  organization  m  day  to  day  dealings  with 
terrorism,  but  they  overlook  essential  elements  of  effecti 
problem  solving,  i.e.,  the  abstraction  or  isolation  of  the 
problem.  If  the  uorld  community  is  to  condemn  and  act 
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attacks  Fit  the  criteria  of  "non- international  armed 
conflicts"  addressed  under  the  accords  of  the  Geneva 
Conventions . 

Protocol  II,  added  to  the  Conventions  m  IS77,  was 
specifically  intended  to  provide  protection  for  the  victims 
of  non-international  conflicts.  In  1973,  The  Intefaticnal 
Committee  cf  the  Red  Cross  initially  drafted  Protocol  II  on 
the  basis  cf  several  concepts  including: 
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national  liberation. 
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shc_id  be  guaranteed,  not  only  to  the  ci.ilian 
population  and  persons  in  the  power  cf  another 
part=  to  the  conflict  b-t  also  to  combatants,  by 
limiting  the  use  cf  methods  and  means  cf  combat. 
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Cdj  collective  punishments. 

(c‘>  taking  of  hostages. 

Cd3  acts  of  terrorism. 

Ce)  outrages  upon  personal  dignity,  in  particular 
humiliating  and  degrading  treatment,  rape, 
enforced  prostitution  and  any  form  of  indecent 
assault . 

Cf?  slavery  and  the  slave  trade  in  all  their 
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Organizations  which  conduct  attacks  such  as  the  flar 


acks  bombing  also  may  be  involved  m  aircraft  hijac 
other  "terrorist"  atrocities.  But  it  is  not  the  ac 
the  acts  of  terrorism  that  we  are  attempting  to  iso 
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nstrated  their  contempt  for  the  principles  of  human, 
conoassion  or  uhic?-  the  Geneva  conventions  are  base 
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Its  acceptance  ccuid 


inherent  to  this  definitional  process  is  that  a  Freedom 
Fighter  may  sometimes  commit  an  act  of  terrorism  and, 
conversely,  a  terrorist  may  sometimes  Function  as  a 
legitimate  Freedom  Fighter.  Again,  it  is  the  individual 
acts  that  must  he  speciFicaily  addressed  Just  as  the  heroic 
perFormance  of  a  soldier  in  battle  should  have  no  eFFect  on 
the  Judicial  processing  oF  charges  against  the  sane 
individual  For  raping  a  reFugee  uom.ar  aFter  the  battle. 

A  logical  extension  oF  the  deFiniticr  cF  a  problem  is  a 
assessment  cF  its  importance.  In  other  ucrds,  hcu 
signiF icant  is  the  threat  cF  terreris~.  Some  a~al3sts  a^d 
government  oFFioials  are  oF  the  opinion  that  the  vestern 
world  is  overreacting  to  terrorism.  These  individuals  li-.e 


to  plaa  a  numbers  game  and  point 
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must,  houjever,  look  beyond  the  numbers  to  establish 


precisely  the  impact  of  terrorism  and  assess  the  threat. 
Issues  that  must  be  addressed  include:  the  effect  of 
terrorism  on  public  morale  or  the  sociopsychological  effect, 
the  effect  cn  domestic  and  international  political  arenas, 
the  economic  effect  and  the  resulting  problems  relative  to 
world  order.  In  the  opinion  of  many  political  analysts,  it 
was  terrorism  which  terminated  the  Carter  presidency,  a"d 
hr.  Peagan's  political  position  has  certainly  suffered 
signif isantly  from  terrorism;  related  events.  If  a  ua-df^i 
of  fanatics  can  _se  terrorism  to  influence  the  political 
process  m  c^e  1  J ~ i ted  States,  Britain,  or  for  that  -stter 
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accepted  def i“itio~  of  terrorism,  the  next  chase  i~ 
attack!"  tws  problem  should  be  source  identification. 
Frep_e""tla  the  source  of  terrorism  is  defined  i n  causal 
terms  like  poverty,  oppression,  and  regional  political  or 
religions  turbulence.  However,  again  applying  the  pragmatic 
approach  of  creative  problem  solving,  the  source  of 
terrorism  is  test  defined  as  the  terrorist.  After  all,  the 
objective  is  to  attack,  the  problem  of  terrorism  and  if  the 
anla  u.a3  to  achieve  that  objective  is  to  solve  poverty  and 
rel igic_s  a-d  political  turbulence ,  then  ue  can  close  the 


Ilich  Ramirez  Sanchez  (alias:  Carlosl  will  serve  tc 
illustrate  seme  of  the  foregoing  assessments.  Born  m 
Uenezuela  m  194S  tc  a  wealthy  rancher  and  attorney,  Carlos 
spent  most  cf  his  childhood  traveling  around  South  America 
and  the  Caribbean  with  his  mother.  He  -as  provided  a  tutor 
while  traveling  and  studied  the  languages  of  tws  ec-n tries 
visited.  After  beginning  his  formal  education  at  the 
Colegio  Ferrr.in  Toro,  Carlos  beoame  involved  i n  st_de"t 


ard  the  Middle  East.  He  met  *:tk  and  was  briefed  on  the 
activities  of  most  of  the  major  crga- i zat ions  of  the  terror 
network,  including  the  Baader -|“le i nhof  gang  a^d  the  PFLP 
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the  Liberation  of  Palestine  .  Since  then 


Carlos  appears  to  have  evolved  as  a  major  coordinator  for 
the  global  terror  network.  He  has  personalia  directed 
numerous  terrorist  acts,  including  the  kidnapping  of  the 
□  PEC  "misters  m  Uienna  m  December  1975.  As  the  CPEC 
episode  unfolded,  the  world  was  given  a  more  precise  profile 
of  the  motivations  and  psy chc 1  eg i ca 1  makeup  of  members  of 
the  terror  c-lt.  The  CPEC  kidnapping  was  orchestrated  ba 
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became  very  clear  that  Carlos  was  completely  m  charge.  In 
the  initial  seizure,  Carlos  killed  Yousef  Ismirli,  a  member 
of  the  L;laa"  delegation  by  shooting  him  five  times,  c~e  of 
the  ballets  passmg  t^rc^g1-  Is-irli 's  body  a~d  ..c-'-dm;  a 
member  of  tue  Kuwaiti  delegation.  et  almost  the  same 
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provide  some  consistent  patterns  which  may  indicate  what  we 
can  expect  through  the  remainder  cf  this  decade  and  i-tc  t^e 
1990s.  Generally  the  trends  pcmt  to  continued  escalation 
into  the  foreseeable  future,  with  increases  m  the  number, 
types,  and  lethality  cf  terrorist  incidents.  There  is 
evidence  that  the  geographical  reach  of  varices  terror. sr 
factions,  especially  ""ideast  groups,  will  increase  as  .ill 
their  callo-s^ess  m  targeting  ra’-dc^  civil. a^  ncti-s.  a 
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*  Super-explosives  may  be  considered  a  humane  f 
of  power .  By  viewing  the  system  as  inhumane  an 
immoral,  terrorists  claim  that  the  more  quickly  it 
is  destroyed  the  better  for  humanity--even  thou  gh 
some  people  are  killed  or  harmed  in  the  process. 

*  Super- explosives  may  endow  the  terrorist  with  a 
mystical,  magical  kind  of  power,  useful  for 
charming  the  audience  and  perhaps  creating  an 
apocalyptical  breakthrough  to  a  new  millennium. 


^s  sophisticated  as  modern  intelligence  systems  m.ad  be, 
twea  wO” ' t  p_t  us  m  the  terrorist’s  mind.  Nor  -ill 
oc"crewe~s i ve  tre^d  analysis  or  psychological  profile 
st_d.es  te.l  -s  to  -hat  extreme  a  terrorist  will  go. 

However,  -ith  the  information  available  or 
error. sts.  combmed  with  tv 
to-ard  -ore  "."eri.s ,  more  sophisticated,  more  violent 
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*  the  staring  and  deploying  af  nuclear  ueapcns  m 
areas  af  intense  terrorist  activity; 


*  an  increasing  number  af  potential  targets  i n 
civil  nuclear  programs  —  m  particular  facilities 
and  shipments  m  which  plutonium  and  uranium,  in 
forms  suitable  Fcr  use  in  weapons,  are  present; 


‘potential  black  and  gray  markets  m  nuclear 
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E;.s"  c!~e  -.despread  deployment  of  tactical 
-_clear  -eapc^s.  the  continuing  spread  of  weapons 
usable  forms  of  "-.clear  materials,  and  the 
ai  ailablitj,  of  knc--ho-  applicable  to  assembling 
f-ssic-  ueapc^s,  the  interest  of  terrorist,  and  as 
the  case  -a3  be  their  sponsors,  in  acq-irmg 
n-clsar  ueapo"s,  it  nuclear  terrorism:'  s^o^ld  be 
regarded  as  tec'-'-ical  ly ,  political!-,  and 
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•Increased  counterterrorism  efforts  ba  Uest 
European  governments  have  respited  m  the 
apprehension  and  imprisonment  of  several  dozen 
Middle  Eastern  terrorists.  Consequent 1 a , 
terrorist  organizations,  including  the  Abw  Midal 
Group,  are  attacking  West  European  targets  seeking 
to  pressure  those  governments  into  releasing  their 
jailed  comrades. 


•  The  accessibility  of  West  European  countries  due 
to  limited  travel  restrictions  and  the  open 
society  provides  more  vulnerable  targets  tha-  the 
secured  facilities  of  the  Middle  East. 


*  Attacks  i n  Europe  gain  worldwide  publicity, 


uhere  as  the  standard  level  of  violence  m  many 
Middle  East  countries  serves  to  mask  a-ythirg  b. 
the  most  spectacular  terrorist  events. 

*  West  European  countries  host  exile  croups  a"d 


former  leaders  that  are  attractive  targets  for 
regimes,  such  as  those  i n  Libya  and  Iran,  u h. c 
dc’-’t  hesitate  to  „se  terrorist  tactics  to  siis 
vocal  opponents. 


The  United  States  has  enjoyed  something  of  a  sanctu 
fro-  terrorism  through  the  first  half  of  the  1933s,  but 
global  trends  suggest  that  this  reprieve  may  see-  come 
end.  The  trend  of  terrorism  exportation  carries  speoia 
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Europe  also  applH  to  the  !JS  .  After  all,  chat  : 
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terrorist  be  -ore  assured  cf  complete  access  to 


with  "_.p  close  and  persc-al"  exposure  to  3B0  -illic-  ; 
at  15-’;"-ts  intervals  through  the  daa°  And,  most 
important,  what  country  is  mere  representative  cf  the 
ph;  loscp'-ical  a~d  political  themes  to  whie'-  terrorist 
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subcultures  are  most  likely  to  be  at  odds'?  Although 
domestic  terrorism  has  appeared  to  be  on  the  decline  thrcugh 
the  first  half  of  the  decade,  doun  from  42  events  m  1961  to 
seven  in  1995,  the  trend  reversed  in  19BB  with  17  terrorist 
episodes,  plus  23  planned  attacks  uhich  mere  interdicted  by 
the  FBI  .  '14 

Over  the  past  decade  ‘JS  citizens  have  been  the  preferred 
target  fcr  terrorist  attacks  abroad.  The  trends  suggest 
that  i"  the  near  future  me  Americans  uill  not  have  to  travel 
oversees  to  retai"  this  dubious  distinction. 


THE  TEEHNCL9G  I  EAL  THREAT 

The  phrase  "technological  terrorism”  usually  engenders 
images  of  a  nuclear,  chemical,  or  biological  terrorist 
incident.  Hcuever ,  the  application  or  potential  application 
of  technology  by  terrorists  is  net  limited  to  methods  of 


mass  cestr-cti: 


;ch-clogy  is  providing  the  modern 


terrorist  _ith  improved  capabilities  relative  to  mobility, 
crga-izaticr ,  and  effectiveness,  as  me 1 1  as  an  enhanced 
capacity  fcr  conventional  destruction.  Technology  readily 
applicable  to  the  terrorist  "mission”  includes  the  new 
synthetics  iplastics  and  ceramics'1  from  which  some  firearms 
are  being  manufactured.  These  weapons  are  extremely  light, 
and  have  c^ly  a  feu  metal  components;  consequently,  they  are 
not  easily  detected  ba  X-ray  screening  or  metal  detectors, 
in  airports  or  elsewhere.  The  Austrian-manufactured  Block’ 
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these  composite  materials  .  The  Block  can  be  purchased  o 
the  open  market  in  Europe  and  the  US./ 15 

The  machine  gun  is  certainly  not  a  recent  innovation 
but  each  neu  generation  of  firearms  includes  a  group  of 
machine  pistols  that  are  lighter,  smaller  \i.e.  more 
conceaiabiei ,  and  more  lethal.  All  of  these  er'ta"C5^e"t 


are  directly  applicable  to  the  terrorist's  nseds  .  The 
famcus  Israeli  produced  Uzi  machine  pistol  is  still 


considered  an  effective  weapon ,  but  it  is  now  taking  a  b 
seat  to  some  of  the  newer-generat ion  lightweight, 
rapid-firing  guns.  Many  of  the  latter  are  produced  with 
synthetics  for  the  purpose  of  minimizing  weight,  but  als 
inadvertently  accommodating  the  terrorist’s  need  for  wea 
that  are  difficult  to  detect  .  The  Uest  German  Heckler  £ 


um  UP7B  automatic  pistol  is  typica.  of  ■ 


cons.  It  is  the  size  of  a  standard  sidear 


semiautomatical ly ,  in  three  shot 


:icailu  at  37  rounds  per  sect 
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synthetics  technology  and  only  iB.tus  l.B 


attached . / 15  Bolt  Firearms  Eurocrat: 


the  US  Air  Force  to  develop  an  "arrow' 


Rifle.  Submachine  Gun.  ’  It  is  about  the  size 


a  mar  s 


forearm  and  offers  firepower  approaching  that  of  the  M-1 


assault  rif 


Special  farces  and  commando  troops  are 


attracted  to  these  powerful  lightweight  weapons  because  ths 
are  ver-  effective  when  the  action  is  "jc  close  and 


personal 


Terrorists,  however,  are  impressed  with  the 


"stealth”  features  of  the  weapons,  as  well  as  their 
efficiency  for  rapid,  indiscriminate  killing.  Other  high 
tech  equipment  available  to  the  terrorist  includes  laser 
aiming  scopes,  night  vision  gear,  pocket  size  communications 
devices,  and  a  plethora  of  electronic  tracking  and 
monitoring  devices. 

Another  t^pe  of  weapons  technology  available  to 
terrorists  ar.d  useful  for  causing  high-casualty  incidents  is 
the  numerous  portable  missile  systems  becoming  common  stock 
on  the  shelves  of  the  world’s  arms  markets.  A  number  of 
these  systems,  such  as  the  US  "Red  Ede"  and  the  British 
"Blowpipe , "  man-portable  and  shoulder-fired,  have  accurate 
infrared  or  optical  guidance  systems  and  represent  a  severe 
threat  oc  aircraft  approaching  and  departing  airports. 
c,ooord.~g  to  Alien  S  e  d  d  o  -■  of  phe  FBI’s  Terrorism  Section, 


terrorist  grc_os  are  believed  to  be  in  possession  of  these 
t.ssiIss  a-d  ".e've  I-st  bee1'  1— oky"  so  far  that  an  airliner 
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ma.>  es  hi"  bolder  a-d  "ore  aggressive,  th_s  eve-  -ore  lethal. 

Ail  of  the  foregoing  seems  horrific  e-c^g1-,  bwt  .1  pales 
in  comparison  -.ith  the  prospect  of  terrorist  employment  of 
mass  destruction  weapons.  This  term  ’’mass  destruction 
iSapo-s”  i~ri-jdes  chemical  and  biological  agents  as  well  as 
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atomic  devices.  Given  the  premise  that  a  terrcrist 


organization  predisposed  to  the  use  of  weapons  of  mass 


destruction  has  a  choice  between  the  three 


likely  he 


would  choose  the  atomic  weapon  over  the  chemical  or 


biological  .  tuith  the  chemical  or  biological  weapons  the 


terrorist  would  have  numerous  variables  to  contend  with 


the  least  of  which  is  the  risk  of  self  contamination, 


Prcd_ctic' ,  storage  and  handling  of  chemical  an 


cresset  special  problems .  The  dispersal  ~  e  1 w  c  d 


.c  cr~di tiers  tiird,  ard  rn a r u  ether*  f sitirs  ^cp  _ r d s r 


st  can  degrade  the  effectiveness 


•ical  or  biological  agent,  ever 
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,a  negating  its  effect. 


a  o_jci ear  weapon,  even  it  it  is  a  crude  homemade 


there  are  c-~l_  two  real  variables; 
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Cw  big  a  yield  will  it  produce0  !■ 
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'  i ss  ic-able  material.  But,  assuming  the  r~atenal  is 


ded  b a  a  spe-senne  stats 


cc'e  to  the  terrorist  i 3.r~  apprccriate  container 
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:tr-ct„rss  a~d  -i-d  co"d;t.cns  will  affect  the  ultimate 


vcsic,  but  from  the  terrorist's 


perspective,  the  effect  of  these  variables  is  negligible 


since  ore 


;s-lt  from  a  r'wdear  explosion  in  a 


populated  area  iCuld  be  many  magnitudes  that  of  a 
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